
Project Completion Report  
 

A. Project title: Design and Development of an Open-Source Enterprise Network 

Security Solution 

 B. Project Summary:  

 

Objectives 

The primary objective of this project was to indigenously design and develop a state-of-

the-art enterprise network security solution in Pakistan. This solution was developed and 

its research was published in the top security conferences and journals of the world. A US 

patent was also filed to protect the intellectual property created during this project. 

 

The security software was tested on academic (online) and industrial (offline) networks in 

Pakistan. In particular, the developed security algorithms were tested in NUST and FAST 

in online environments. We also used offline datasets from Nayatel and PTCL to test our 

algorithms. 

 

After development and testing, the proposed security solution was made publicly available 

under an open-source license. 

 

Team Structure 

The project team comprised the PI and the Co-PI in supervisory roles. The main research 

work was carried out by two Software Engineers and one Software Quality Assurance 

Engineer. They were assisted in this research by undergraduate Research Assistants. 

In addition to the open-source release, this project has resulted in 3 undergraduate final 

year projects and two MS theses. 

 

Significant Achievements of the Project 

 Development of some of the most efficient and advanced network anomaly 

detection algorithms. 

 Collection of a comprehensive attack dataset that is being used by researchers 

across the world. 

 Open-Source software release which is being used by developers and industry 

professionals around the world. 

 

 



 Deployment of the solution in NUST and testing on offline datasets from PTCL 

and Nayatel. 

 A patent filed with the US Patents and Trademarks Office (USPTO). 

 Publication of five conference papers and three journal papers in the following 

venues: 

o First-ever indigenous publication from Pakistan in the prestigious ACM 

Conference on Computer and Communication Security (CCS). (ACM CCS 

is ranked as the top conference in the “Security & Privacy” area for the last 

5 years by Microsoft Academic Search 

[http://academic.research.microsoft.com/].) 

o First-ever papers (one in 2008 and one in 2009) in the prestigious 

International Symposium on Recent Advances in Intrusion Detection 

(RAID). 

o The remaining papers were also published in top ranking conferences and 

journals: ACM Sigcomm CCR, Springer Journal in Computer Virology, and 

IEEE ICC. 

 Two MS theses and three undergraduate Final Year Projects were conducted under 

this project. 

 Graduate researcher, Ayesha Binte Ashfaq, won the National Youth Award for the 

year 2008 in the "Computer Science and Information Technology" category. 

 Graduate researcher, Fida Hussain, working on the project won the PTA Award for 

Best MS Thesis for the year 2009. 

 Undergraduate researcher, Summaira Zafar, working on this project won the 

Rector’s Gold Medal for Best FYP for the year 2009. (This is one of the highest 

academic honors for an undergraduate NUST student.). 

 

Research Approach 

Please refer to the theoretical deductions and summary document for details of our 

research approach. In short, we following an end-to-end anomaly detection design strategy 

in which all steps of traffic analysis and processing was carefully redesigned. We use 

strong mathematical formulations to solve problems at each step and the resultant security 

algorithms were rigorously tested using online deployments and offline traces. The 

consequent anomaly detection system architecture developed in this project is shown in the 

figure below. Details of the research and development challenges encountered in the 

project and our proposed solutions can be found in our research papers. 

 

 

 

http://academic.research.microsoft.com/


 

C.  Objectives and achievements 
 

■ Original Project Objectives (Please state the specific project objectives as 

described in Section II of the Application Form) 

 

Objective 1: The primary objective of this project is to indigenously design and develop a 

state-of-the-art enterprise network security solution in Pakistan.  

 

Objective 2: The security software should tested on academic (online) and industrial 

(offline) networks in Pakistan.  

 

Objective 3: The proposed security solution should be released publicly under an open-

source license. 

 

Objective 4: Human resources should be trained in this cutting-edge field. 

 

■ Objectives Achieved (Please state the extent to which the project 

objectives were achieved) 

Objective 1: The system developed in this project was developed and its research was 

published in the top security conferences and journals of the world. A US patent was also 

filed to protect the intellectual property created during this project. 

 

Objective 2: The developed security algorithms were tested in NUST and FAST in online 

environments. We also used offline datasets from Nayatel and PTCL to test our algorithms. 

 

Objective 3: After development and testing, the proposed security solution was made 

publicly available under an open-source license. 

 

Objective 4: In addition to software developers working on a cutting-edge problem, two 

MS theses and three undergraduate Final Year Projects were conducted under this effort. 

 

■ Objectives not Achieved (Please identify the objectives that were not 

achieved and give reasons) 

All objectives were achieved. 

 

 

 

 



D.       Technology Transfer/Commercialization Approach  

 

This is the biggest challenge for our team right now. We have released our code base and 

data sets in open-source and it is being used extensively by the research community. 

However, we have not been very successful in targeting industrial partners for 

commercialization of the project research. 

 

Nevertheless, some success in commercialization have been achieved which are 

enumerated below: 

1. Instead of focusing on security threats, we are repositioning our algorithms to detect a 

more pertinent commercial problem: Deep Packet Inspection (DPI). In this regard, 

Tellabs (a public US company) has given a contract to the project team in which we 

have to adapt our security algorithms to detect unwanted traffic in real networks.  

2. We have filed a patent in the US Patents and Trademarks Office (USPTO) to protect 

the innovations undertaken in this project.  

3. We have contacted many security companies to license some of this technology in their 

existing product lines. We have not been very successful with this business model 

because companies lack the trust to incorporate security technologies developed in 

Pakistan in their running production lines. 

 



 

E.  Benefits of the Project  

■    Outputs of the project and potential beneficiaries (Please describe as 

specifically as possible the outputs of the project and the assessment of their 

benefits to the users) 

Outcome 1: Design and prototype development of a novel end-to-end anomaly 

detection system that solves fundamental problems of existing security solutions. The 

research community is already benefitting from this project as our datasets and system 

code is being used extensively by researchers around the world. We also believe that 

commercial companies can benefit from the technology developed in this project, but 

so far we have not had much success in convincing commercial to deploy our 

algorithms in their systems. 

 

Outcome 2: The research conducted in this project has been recognized by the 

worldwide security community. We have published papers in the most competitive 

conferences and journals where no paper from Pakistan has ever been accepted before. 

Pakistani students, developers and researchers have benefitted a lot from working on 

this cutting-edge technology. Most of the students working on this project were 

offered fully-funded PhDs by high-ranking USA universities. Other students got 

highly paid jobs in the industry. Two national and one NUST award were also won by 

this project’s team.  



■    Organizational Outcomes 

Organizational Outcome 1: NUST and Pakistan’s credibility has increased considerably 

in the security research community. 

 

Organizational Outcome 2: NUST has won sponsored research projects from Silicon 

Valley companies by showcasing the results of this research. 

 

■    National Impacts (Please identify the Sectoral/ National benefits arising from 

the project, if known at this point in time) 

 

Impact 1: Due in part to this project and other security project funded by ICTRDF, 

Pakistan has emerged as a strong contributor in the worldwide security research 

community.  

 

Impact 2: A number of resources have been trained in this cutting-edge field. Some of 

these resources are now working in public sector organizations to implement strong 

security systems to protect critical Pakistani networks. Other resources are working in the 

industry and are producing high-quality security products. 

 


